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HZU, MLU, OVGU, SfH

- Uni. Faculties/Institutes/Research Groups:
• Automation and Computer Science (HZU/netlab)
• Institute for Computer Science (MLU/IFI)
• Workgroup Multimedia and Security (OvGU/AMSL)

- Research Cooperation at IT & Cyber Security
• Cyber-Sec. (Saxony-Anhalt) joint research & coop. (EFRE 2019)
• Federal/Local State (Saxony-Anhalt) & EU Funding

- Stiftung für Hochschulzulassung (hochschulstart.de)
• Allocation of university places in study programs with nationwide

and local admission restriction

Halle/ 
Wittenberg
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Hochschule Harz

– Fachbereiche Hochschule Harz:

• Automatisierung und Informatik (FB AI, Wernigerode/WR)

• Verwaltungswissenschaften (FB VW, HBS)

• Wirtschaftswissenschaften (FB W, WR)

Kompetenzzentrum und F&E

CyberSec-Verbund LSA (netlab, MLU, OvGU)

23.11.2021: eID/eIDAS@Hochschulen
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Agenda

– Student Journey & Contexts (Legal, Security, Standards)

– eIDAS eID & TS & applications for HEI/EDU

– Interactions: security, legally binding, standards

– Projects (TREATS, StudIES+, CyberSec-LSA, SHIELD, Kolibri)
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Student 
Journey

Infrastructure
(selection)

Legal 
Requirements

HEI 
admissions 

EDU*)

centralize
d: SfH

decentraliz
ed: SIS

Student 
Mobility

Credentials
, Diplomas, 
Certificates

*)

eInternships

Online Access Law Single Digital Gateway

eID eIDAS

OZG UAC XHEIE
EDCI

Digital 
(Your) 
Credentials

Verifiable 
Credentials, 
W3C

EMREXTS (sign,seal...)
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eIDAS – building blocks (cross-boarder interop. eID + trust services (EU))

[Rohstock, TREATS-
Workshop 2017]
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eIDAS – eIDentität (interop.) & eSignatur/TS 
(Standards):
• eID: interoperabel (notified, 3 levels/LoA: high, 

medium, low)
• TS: trust services ((remote) eSignatur, eSiegel, 

timestamp,…)

12/2020 eID@DE
06/2021 EUid

since 2012: 
eID@netlab
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Status of notification according to eIDAS
Regulation on 01.06.2021
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eIDAS - Overview

[go.eIDAS]
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OZG – Use Cases DE & Service Accounts 
(interop./federal 2022)
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BMWI: 
SHIELD - secure eID for eGov. & eBusin. sectors
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Kolibri - Communication, Open Source, life long Lerning at HEI/EDU by
legally binding & Security Integration

Bechtle (lead), dataport, univention, HS Harz:
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(G)eID at University Management
GeID skeleton, Motivation, national projects

- Security/LoA Lifting: 2-Factor-Authent./HW/end2end
• nontracable eID / privacy
• BerCert mandates GeID fields for SP
• decentralized eID services/server
• Form filling access/upload by GeIDC at public SP:

substitution for the QES Sign. Level
- 8/2017: GeID eIDAS notification, level „high“

German electr. Identity Card (GeIDC), Rollout ~2020

Challenges HEI/EDU integration:
- Existing legacy HEI ID/credentials ?
- HEI/EDU cross domain extension ?
- eIDAS cross boarder extension ?
- credential/document standards & eIDAS

Service 
provider

Citizen

Browser

Ausweis-
App2

Webserver

eID-
Server

CA, PK,
Restricted lists

1
2

3

4

BerCert

[BSI/BMI]

BerCert), 
GeIDDomain & eID purpose specific

certificate (Berechtigungszertifi-
kat BerCert), control by Federal Agency BVA 
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eID/eIDAS-accounts & secure file sharing

– eID-based accounts
– Preparation of OZG account connection
– Highly secured file transfer between eID

users (LoA "high"), eGov. legally binding
– for secure password & token distribution 

- MyCredentials
– NextCloud with eID
– Consulting for chambers/members

(SMEs)
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eIDAS @ Universities – „saving the missing donut“ ?

eID/PA+eAT+eIDAS

Extension of the eID Access Topology (D): the cross-boarder way (EU, interop.) 

[BSI/BMI]

Uni-ID/Cred.

eID/PA eID/PA+eAT
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TREATS Consortium Partners - eID/eIDAS ready: 

TREATS 2017 (TRans-European AuThentication Services)
Action-No:  2015-DE-IA-0065 (EU CEF)
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StudIES+ Scope & Overview – eID&TS/eIDAS ready                                                                                                               

Consortium Project Scope:

Francotyp-Postalia (lead)
Bundesdruckerei, FU Berlin, HS Harz, sixform

HS Harz Part – Application Scope:
- MyCredentials YourCredentials (signed)
- …eNotar-platform/services (sign. integration)
- …eInternship, eToR, eProSecal …
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eNotar workflow (HEI/EDU)
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copy of diploma
& attestation

request

Notarized/certified
copy of diploma

Pupil/Student School Representative
eNotar

remote eSign/eIDAS
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eNotar 4 diplomas: eID/privacy protected data-/work-flows
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eIDAS/eNotar & EMREX 4 HEI/EDU @ netlab
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KOLIBRI Big Picture – Exemplary User Journey.

school graduation university continuing educationNBP
Portal

NBP
Portal

Dienste der Schule
Chat
Video
LMS

Fileshare

Dienste der HS
Einbindung

Katalogdienste
der NBP

Dienste der WB
Einbindung 

Katalogdienste 
der NBP

Services
• Pseudonym / ID Verk.
• Notarielle Services
• Weitere Userdienste

Service verknüpfen
• Pseudonym / ID Verk
• Notarielle Services
• Weitere Userdienste

OZG
Bafög

OZG
Weiterbildung

Agentur für Arbeit

Moodle
SH Portal

Bestehende Spezifikationen Analysieren / Integrieren / Ergänzen / Erweitern  / AbbildenSpezifikation

Container
Inhalte, 
(Zeugnisse)

Identity Man.
UCS LDAP OZG Konto

Active Directory

* Personalausweis
authentifizieren

Portal Dienste

User Experience

User Journey
(von der Schule zur 
beruflichen Weiterbildung)

Hochschulkonto eIDAS eTOR

LMS
HPI

HS Verwaltung
HIS

LMS
WB Portal

BIRD 
(BMBF)

EMREX             eInternship

29.09.2021 | KOLIBRI
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eInternship (StudIES+) -
- eIDAS-eID/eSignature

StudIES+ (Student‘s Identification and Electronic Signature Services)
EU CEF Action No. 2017-DE-IA-0022
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StudIES+ eIDAS stack
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YourCredentials

• eNotarization for derived Ids (signed d.ID)  
shares/matches)• eID Sharing Hochschulen LSA (HSG, LSA)

eNotar @

https://netlab.hs-
harz.de

OvGU
Magdeburg

FU Berlin

MLU Halle

d.ID 1

d.ID 2

Notary.tx
t

d.ID 3

23.11.2021: eID/eIDAS@Hochschulen
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YourCredentials – notarized (derived) identities
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electronic identities & 
authentication text

electronic identities

notarized
electronic 
identities

user KOLIBRI-ID-confirmation instance
(decentralized)

eNotar

remote eSign/eIDAS

K1 K2

K1 = K2 option
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E-Colloquium Use Cases
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Digital colloquium process (eIDAS)
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Conclusions/Outlook

– eIDAS extensions of eID/eSign. Infrastruct. & Applicat. for HEI/EDU (TREATS/StudIES+, EU 

CEF; SHIELD, CyberSec-LSA, Kolibri)

– Use Cases at HEI/EDU DE & at public/private Sector, eg. eNOTAR for

eDiploma/eExam/eCert/IDs

– eInteroperability for Student Mobility Services by eIDAS / EMREX / EDCI, 

integrating ID & TS attributes at service & document level

– interoperable eServices (eIDAS) by Law DE (OZG, ~ 2022)

23.11.2021: eID/eIDAS@Hochschulen

H.Strack

22.11.2021: Dev. HEI/EDU Apps and Platforms with Standards and Security



Seite 29

Netlab/Hochschule Harz

eID – eExamPlacing / eLabCert mobile
electronic control via eID (hybrid)

Service device (NFC-Ext.): 
electr. control & logging via eID– put nPa (ID card)

– enter Pin

– finished

student account

eCampus-LDAP-
student number

vs. 
eID pseudonym

Professoren/
Dozenten
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eCampus Integration Architecture (hybrid: GeID,…)

• Integration of eGovernment-Standards @ Legacy 
University Campus Management & electronic Processes
by Security Shell Architecture

• GeID for Authentication (hybrid Ids), 
OSCI for secure Delivery, 
QES Signature

• Projects Funding: 
EU & Federal/Local State (DE)

Förderungen: MW, Land Sachsen-Anhalt, 
EFRE-Massn.11.03/41.03, FKZ: 11.03-08-03
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Prof. Dr. H. Strack
Hochschule Harz, FB AI, netlab
Friedrichstr. 57-59
38855 Wernigerode

Tel: 03943 659 341
Mail: hstrack@hs-harz.de

http://netlab.hs-harz.de/research/secinfpro-geo/
http://netlab.hs-harz.de/research/
http://netlab.hs-harz.de/TREATSWS/

Questions, contact, R&D coop.
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