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- Uni. Faculties/Institutes/Research Groups:

Automation and Computer Science (HZU/netlab)
Institute for Computer Science (MLU/IFI)
Workgroup Multimedia and Security (OvGU/AMSL)

- Research Cooperation at IT & Cyber Security

Cyber-Sec. (Saxony-Anhalt) joint research & coop. (EFRE 2019)
Federal/Local State (Saxony-Anhalt) & EU Funding

Allocation of university places in study programs with nationwide
and local admission restriction oo
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Hochschule Harz

— Fachbereiche Hochschule Harz:

» Automatisierung und Informatik (FB Al, Wernigerode/WR)
O .« Verwaltungswissenschaften (FB VW, HBS)

« Wirtschaftswissenschaften (FB W, WR)
Kompetenzzentrum und F&E

C_yberSec-Verbund LSA (netlab, MLU, OvGU)
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Agenda

— Student Journey & Contexts (Legal, Security, Standards)

— elDAS elD & TS & applications for HEI/EDU

— Interactions: security, legally binding, standards

— Projects (TREATS, StudIES+, CyberSec-LSA, SHIELD, Kolibri)

A Hochschule Harz 22.11.2021: Dev. HEI/EDU Apps and Platforms with Standards and Security Seite 4
H.Strack
Netlab/Hochschule Harz



EUNIS 2021

Student Tk
Journey
centralize Student Credentials
d: SfH Mobility elnternships Diplomas,
decentraliz Certificates
HE . )
. ed: SIS
admissions
EQQJ)
Infrastructure
(selection) elDAS elD Digital
TS (sign.seal..) EDCI EMREX Verifiable  (Your)
0ZG UAC aldlis Credentials.  Gredentials
Legal - ﬂ

Requirements OZG SDG
q Online Access Law e I DAS Single Digital Gateway
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elDAS — building blocks (cross-boarder interop. elD + trust services (EU))

elDAS - elDentitat (interop.) & eSignatur/TS
(Standards):

* elD: interoperabel (notified, 3 levels/LoA: high,

medium, low)
‘{i/ e TS: trust services ((remote) eSignatur, eSiegel,
Connecting Europs F%&'.!y tl m eSta m p' °* )

TREATS {TRans-European AuThentficstion Senvices)

Zeitstrahl der elDAS Verordung des Rates, der Kommission und des
Parlamentes

eeeeeeeeeeeeee

2014 2[]!5 2016 2017 2018 2019

since 2012: 12/2020 elID@DE
17.09.2044: eIDAS MO itk in Kraft
elD@netlab -
@ 06/2021 EUid
2908 2015 Fresiine Anakennung notiizientss elDs 18.09.2018; Zwingend Anerkernung notifiziertsr 2IDs
elD und Auhentisienngsdienste und Authentisisrmgsdienste
] 01.07-2016: Anerkennung notifiziersr
\ertrauensdienste Vertrauensdensteantieter und Vermuensiienste
gemah SDAS
[Rohstock, TREATS-
~ Workshop 2017]
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Status of notification according to elDAS
Regulation on 01.06.2021

Legende

N notifiziert
@ pranotifiziert

Anerkennungs-

o verpflichtung

Die EU-Mitgliedstaaten
konnen mehr als ein
eID-System notifizieren
lassen.

Quelle: https: //ec.europa,eu/cefdigital fwiki/desplay/EIDCOMMUNITY/Qvenview 1of + pre -notified «and  notified relDeschemes sunder 12| DAS
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eIDAS - Overview

Identifizierungsdienst

FielD.AS
2

elDAS
&

Vertrauenssystem

Zertifizierungsdienst

TSA é

Sigij J/

Signatur- und Siegel-
erstellungsdienst

ValSﬁ

Zeitstempeldienst

L PresS B f

\ -
Validierungsdienst Bewahrungsdienst

L.

Benutzer
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elDAS-basierter
Transaktionsdienst

¢
EDS

Zustglldienst

elDAS-Dienste

[go.elDAS]
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0OZG - Use Cases DE & Service Accounts
(interop./federal 2022)

Vertrauensniveaus, Identifizierungssysteme
Gesetzlich
angeordnete
| Schriftform -
Schriftformensatz
Komponente ] Identifizierung
Identifizierung Benutzemame elD-Funktion () mit hohem
+ Passwort =L
8'“"'”“” :'::i:::::‘) Vertrauensniveau
< - geboten
ompone '
Postfach- @ Oleld
Funktionalitat
Komponente @ B normal
Dokumentensafe :
(OPﬂonll) srtrauensniveal \ y Benutzer-
r N = name/
:::ﬂonamml) Verwaltungs- Passwort Keine
dienstleistungen auf ifi-
: untergeordnet Identif
untergeordnetem zierung
Vertrauensniveau \ y
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BMWI:
SHIELD - secure elD for eGov. & eBusin. sectors

Ziel des in der FutureID-Arbeitsgruppe des go.eIDAS e.V. vorbereiteten SHIELD Projektes ist die
Konzeption und Entwicklung eines offenen Okosystems fiir sichere digitale Identititen sowie
die Konzeption, Entwicklung und Erprobung darauf basierender innovativer und breitenwirksamer
Mehrwertdienste aus verschiedenen Anwendungsbereichen (z.B. im kommunalen Bereich , in
der Immobilienwirtschaft , in den Bereichen Mobilitat , Tourismus, Gastgewerbe, Sport und
Erndhrung, Handel und Logistik, bei Sozial- und Gesundheitsdiensten, in der
Telekommunikation sowie bei Banken, Versicherungen und sonstigen Finanzdienstleistern,
im Bildungswesen oder der Industrie 4.0).

@ S H I E L D [ Trust & Discovery Framework }

Seatiin |dentity
Provider

Servnce Prov d

&5

| (o8] [&

I lwoa
{F”
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Kolibri - communication, Open Source, life long Lerning at HEI/EDU by
legally binding & Security Integration

Bechtle (lead), dataport, univention, HS Harz:

0 Bidungs Federal Ministry
Bildungs " -angebot Kommu- .
s &”\ ° % of Education
pen
= (& bedortsgerecht and Research

Sichere &
rechtssichere
Integration

e 1 spezifisch
) O

N
/ tebenslanges

ernen

BMBF Forderaufruf: Initiative Nationale Bildungsplattform
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(G)elD at University Management
GelD skeleton, Motivation, national projects

German electr. Identity Card (GelDC), Rollout ~2020

RUNBEIRECUBLIK REUTACHLANE 122000129

MUSTERMANN
GEB. GABLER

ERIKA
12.08.1964 DEUTSCH

BERLIN
31 .10.‘2?2;:1 238568

T R R T st

s

- Security/LoA Lifting: 2-Factor-Authent./HW/end2end
nontracable elD / privacy
BerCert mandates GelD fields for SP
decentralized elD services/server
Form filling access/upload by GelDC at public SP:
substitution for the QES Sign. Level

Ausweis- - 8/2017: GelD elDAS notification, level ,,high*

App2

CA, PK,
Domain & elD purpose specific =l ile o f I i

certificate (Berechtigungszertifi-
kat BerCert), control by Federal Agency BVA

Challenges HEI/EDU integration:

‘ - Existing legacy HEI ID/credentials ?
- HEI/EDU cross domain extension ?

- eIDAS cross boarder extension ?

- credential/document standards & elDAS
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elD/elIDAS-accounts & secure file sharing

oQo

Nextcloud

% e — elD-based accounts
F: — Preparation of OZG account connection
O pdminisuaion= - — Highly secured file transfer between elD
T, ; users (LoA "high"), eGov. legally binding
% % X - for secure password & token distribution

- MyCredentials
“ — NextCloud with elD

4--,— Consulting for chambers/members
(SMEs)
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elIDAS @ Universities — ,,saving the missing donut“ ?

Extension of the elD Access Topology (D): the cross-boarder way (EU, interop.)

Uni-ID/Cred.

(BSVBMI]

elD/PA elD/PA+eAT elD/PA+eAT+elDAS
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TREATS Consortium Partners - elD/elDAS ready:

= MTG {media transfer AG)
= (penLimit SignCubes GmbH

= Govemikus GmbH & Co. KG

elD server

! Governikus KG Limit

elD Serverhersteller

A Hochschule Harz
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Co-financed by the European Union
Connecting Europe Facility

HSH Soft- und Hardware Vertriebs GmbH
SiXFORM GmbH

Bundesdruckerei GmbH

Harz University of Applied Science

Anstalt fiir Kommunale Datenverarbeitung in Bayern
{AKDB)

Services and Applications
%

R L A LSO TRAHE

$ Bundesministerium Bundesamt
des Innem fur Sicherheit in der
Infarmationstechnik

(_‘_‘_‘_Sl_x FORM wu-tsﬁm-_‘ CERE|
AKDE

A Hochsehule Harr

Anwendungen und Betreiber

Mentoring / Uberwachung

TREATS 2017 (TRans-European AuThentication Services)
Action-No: 2015-DE-IA-0065 (EU CEF)
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StudIES+ Scope & Overview — elD&TS/elDAS ready

Consortium Project Scope:

Francotyp-Postalia (lead)
Bundesdruckerei, FU Berlin, HS Harz, sixform ,§§'

HS Harz Part — Application Scope:
- MyCredentials » YourCredentials (signed)

- ...eNotar-platform/services (sign. integration)
- ...elnternship, eToR, eProSecal ...

A Hochschule Harz

- EFAADRA
b cl SiXFORM
[ ]
BUNDESDRUCKEREI
» Berli n I i A‘ﬁﬂ'{‘:‘s%ssnmo

Scaling-up
(geographically/
cross-country)

Freie Universitéit

Three priorities

— elD service
derived elD service
eSignature service

Co-financed by the European Union
Connecting Europe Facility
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eNotar workflow (HEI/EDU)

hochschul
start.de

Stiftung fir Hochschulzulassung

copy of diploma
& attestation

eNotar

PupiI/Student School Representatlve

}

remote eSign/elDAS

%

Notarized/certified
copy of diploma
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eNotar 4 diplomas: elD/privacy protected data-/work-flows

notarized diploma a ‘
request for notarization a

Security & Privacy by Design (LoA high)
Hacking blocked

” (no elD)
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elDAS/eNotar & EMREX 4 HEI/EDU @ netlab

National Domain NCP EU MS Domain '
(National Contact Point) —

«—Additional Login required

Graduation-
Certificate

NPC returns requested data Student

Submission Graduation-Certificate EMREX-Client

Web application

go

School / EDU m e-Notar
e I DAS (Digital Notarization) Log In
a | |
HEI il —
Graduation-
Graduation- Certificate
Certificate ——
— Graduation-
— Certificate
Student
T J
_ University, Hochschulstart
Pupil hochschul
sartde~®
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da tEIl:llElrt univenfion 4 Hochschule Harz

be open.

KOLIBRI Big Picture — Exemplary User Journey.

User Journey
(von der Schule zur
beruflichen Weiterbildung)

continuing education

|

university

|

school graduation

Portal Dienste l

User Experience

Spezifikation

Container
Inhalte,
(Zeugnisse)

Identity Man.

29.09.2021| KOLIBRI
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Dienste der Schule

Services
* Pseudonym / ID Verk.
* Notarielle Services

Dienste der HS

Service verkniipfen
* Pseudonym /ID Verk
* Notarielle Services

Dienste der WB

\22:; * Weitere Userdienste Einbindung * Weitere Userdienste Einbindung
LMS Katalogdienste Katalogdienste
Fileshare der NBP der NBP

0ZG

Weiterbildung

Bafog * Pers@nalausweis
tifizieren

Bestehende Spezifikationen Analysieren / Integrieren / Erganzen / Erweitern / Abbilden

= ==  E— — —
Moodle LMS HS Verwaltung LMS BIRD
SH Portal HPI HIS WB Portal (BMBF)

elDAS eTOR

elnternship

Hochschulkonto
EMREX

0OZG Konto

Active Directory
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Herzlich Willkommen in der Netlab Systemumgebung

Home

Achtung Diese Webseite verwendet Cookies. Nahere Informationen finden Sie in unserer Datenschutzerkldrung

eProsecal eTor YourCredentials2021

Lade Applikation Lade Applikation Lade Applikation

eNotar elnternship YourCredentials

Lade Applikation Lade Applikation Lade Applikation

YourCredentials2

Home.

. eKolloquium
MyCredentials

YourCredentials2

Lade Applikation

Lade Applikation Lade Applikation

StudIES?T

EU CEF Action No. 2017-DE-1A-0022
Hochschule Harz

Datenschutzerklarung

Impressum



Co-financed by the European Union
Connecting Europe Facility

Signatur-
service FP

einternship (StudIES+) -
- eIDAS-elD/eSignature

&
Antrag
P Signatur Student
Praktikums- ﬁ
antrag

StudlES+ (Student’s Identification and Electronic Signature Services)
EU CEF Action No. 2017-DE-IA-0022
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StudIES+ elDAS stack

4 N By O N
: Your
eNotar elnternship || eTestate eTOR :
Credentials
s S ¢ g7 ¢ ¢ vy
4 ™
s x4 -w - B N\ [ N
3 oQ R/ W
(@] M 3 (@] =0
e} = Q o Y
c ™ t D =
= E A ®
B S 3 Z
§ S g g Q
Q Q) D Q >
- oQ 5 > <Y
Q ) o QL oQ
oQ 3 0 09 )
) I
(D (D = 3
S > 3 @
(] —t (D S
S ® = ~+
=" =¥ -+
\ VN Fy Wy N N J
eProsecal Platform
\_ J, J, J
4 ™
FP Signature Services J [Governikus elDAS Services
\ J
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YourCredentials

 eNotarization for derived Ids (signed d.ID)
» elD Sharing Hochschulen LSA (HSG, LSA)

eNotar @
4 ) A Hochschule Harz

d.ID 1 https://netlab.hs-
harz.de

| PASSED

d.ID 2

d.ID 3
Notary.tx
t

MLU Halle

\_
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YourCredentials — notarized (derived) identities

electronic identities &
authentication text

user KOLIBRI-ID-confirmation instance eNotar

. \g
decentralized !
( ized) ,
remote eSign/elDAS

"

K1 = K2 option notarized
electronic
identities
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E-Colloquium Use Cases

e-Colloquium system

start colloquium
process

upload forms

student

O

~_ ———~ _—

share processes and
forms

/\

analysis team

A Hochschule Harz
Hochschule fiir angewandte Wissenschaften

examiner

generate statistics

maintain system

/\

maintainance team
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Digital colloquium process (elDAS)
- BES

Submission, confirmation of grading
and of the colloquium protocol
Second examiner

e (recorder)
University elDAS Trustservices
m (eSignature, seals, ...)

..

eColloquium

0 dd
First examiner o _ _ _
| RSubmlssmn and confirmation of grading

Retrieving the
eColloquium
Certificate

Start of the colloquium process and
submission of the declaration of consent

fis
e
Student eColloquium Certificate
(EDCI or ELMO)
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Conclusions/Outlook

— elDAS extensions of elD/eSign. Infrastruct. & Applicat. for HEI/EDU (TREATS/StudIES+, EU
CEF; SHIELD, CyberSec-LSA, Kolibri)

— Use Cases at HEI/EDU DE & at public/private Sector, eg. eNOTAR for
eDiploma/eExam/eCert/IDs

— elnteroperability for Student Mobility Services by elDAS / EMREX / EDCI,
integrating ID & TS attributes at service & document level

— interoperable eServices (elDAS) by Law DE (OZG, ~ 2022)
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elD — eExamPlacing / eLabCert mobile

student account

eCampus-LDAP-
student number

. _id Professors/Lecturers vS.
Students

elD pseudonym

722000129 l
MUSTERMANN
GEB. GABLER
ERIKA
ETamee poe— N
12.08.1964 DEUTSCH

ot L, e mssce.

\
e N l
! BERLIN
= | om0 938568
— PR g L T
) /%m

Service device (NFC-Ext.):
— put nPa (ID card) electr. control & logging via elD
— enter Pin

— finished
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Architektur

* Integration of eGovernment-Standards @ Legacy
University Campus Management & electronic Processes
by Security Shell Architecture

/% ’“‘ g

Dozent
Escl eCampus- Server eCampus-
Regristry

» GelD for Authentication (hybrid Ids), "

OSCI for secure Delivery, oL o
QES Signature _ Mediator 3

HIS-Server

€0

| | OSCl-Intermediar SOA
L PrOJeCtS Fundlng: Dozenten :

EU & Federal/Local State (DE)

Forderungen: MW, Land Sachsen-Anhalt,

e
E
2
%
Y
A
b=
o X
= 0

EFRE-Massn.11.03/41.03, FKZ: 11.03-08-03 B oot [ Hchschule Narz ‘/{%}
Europiische Kommission ‘-’_GOVEF"’“EM‘ {}”Q\x
Européischer Fonds \ Basiskomponenten “ /
fiir regionale Entwicklung e _
INVESTITION IN IHRE ZUKUNFT
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A Hochschule Harz
Hochschule fur angewandte Wissenschaften

Questions, contact, R&D coop.

Prof. Dr. H. Strack

Hochschule Harz, FB Al, netlab
Friedrichstr. 57-59

38855 Wernigerode

Tel: 03943 659 341
Mail: hstrack@hs-harz.de

http://netlab.hs-harz.de/research/secinfpro-geo/
http://netlab.hs-harz.de/research/
http://netlab.hs-harz.de/TREATSWS/
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